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Abstract—Peer to peer file sharing is 'booming’, but meanwhile be brought against them, and they are thus not affected by
censorship of these networks and prosecution of users that share censorship.

censored content are growing just as quickly. In this paper, we  Thare are two disadvantages to most works that claim to

ropose a novel notion ofdeniability as an easy and efficient . L . . . .
ﬁwetphod for users to avoid censor)s/hip and prgsecution. The Provide anonymity in P2P file sharing networks. The first is

fundamental concept is that a given data element, which contains that overhead in terms of communication is greatly increased
controversial or censored content, is also associated with neutral- compared to standard P2P file sharing networks. The second,
content material. Hence, even a powerful adversary capable more profound, disadvantage is that anonymity is achieved
of monitoring all communication in the network and viewing 41y against limited adversaries. A real-world opponent of P2P

the internal state of participating hosts is unable to prove a L . .
link between censored content and a user. The communication file sharing is often a representative of powerful interests such

overhead required to retrieve a document is only four times @S government or large corporations. An adversary of this sort
greater than what is needed in a standard network. The storage may very well use court orders to eavesdrop on traffic in the
required for a document is only twice as large as the document P2pP network and operate nodes in the network. Most proposals
itself. Deniability is an elegant alternative to user anonymity in ¢4 anonymous networks fail to ensure anonymity when faced
P2P file sharing networks. Systems that provide anonymity for .
users typically require greater overhead and do not guarantee with such attacks. o
anonymity against powerfuL real-world adversaries. Another approaCh makeS it d|ﬁ|Cu|t to remove Censored
content without destroying legitimate content. This approach,
which was introduced in [21] and [22], does not protect the
I. INTRODUCTION participants of the network against prosecution. Their identities

Peer-to-peer (P2P) networks have spread dramatically gpd the content they serve or read can be determined by a real-
orld adversary.

recent years. A prime application of these networks is fil¥ s L
y P PP Our contribution to P2P anonymity is twofold: we formally

sharing, which allows users to share content easily with other T . .
g y efine the new concept afeniability in P2P file sharing

users of a network. The decentralized architecture of fil twork d tical network that imol i
sharing P2P networks makes them important for freedo&"? WOTKS, atn Dwe_pkr)(_)l_r:osetf;l] prac |cat nef hor_ a |m||_3derrl1_f)_rTs
of speech, sincany network user can perform publication, IS concept. Deniabiiity 1S the property of having a sofid aibr.

distribution and retrieval of content. a user of a P2P file sharing network has deniability if s(he) can

aim that his/her actions are legitimate. In other words, a user

Opposition to P2P file sharing networks has been growir\%n rforms an illeqitimat ration h as downloadin
just as quickly as the networks themselves. P2P networks exgop performs an llegitimate operation, such as downloading

at disseminating information among millions. It is thereforgensored documents, cannot be distinguished from a user who

natural that individuals and organizations that prefer to ”mgerforms a lawful operation, such as retrieving a legitimate

the distribution of information would do their utmost to censo ocument. . N
IWE propose a network architecture that ensures deniability

file-sharing networks, ranging from protecting copyright to ret_o both reader and server in a file-sharing network. The main

pressing political ideas. The standard method for implementihdgea IS as fQHOWS' Each document is d|V|d_ed Into s_hares l_)y a

L ' . . SEcret sharing scheme [23]. Each share is associated with at
censorship is to prosecute users of a file sharing network IrI‘e"?;‘lst one legitimate document and possibly with a censored
court of law. Sometimes, even the threat of such prosecutilﬁgcumem Sghares are then distributZd amgn several servers
is enough to deter people from publishing, serving or readi ' 9

files in P2P networks. An analysis of what may or may nﬁigusrrtgr?tdis 33:: izh: rv?/ape':hztirvsgr:r?tre\:/elzr;gdaegcijalr;ﬁlti:leval o
be legally censorable is beyond the scope of this paper. y that guara Y- .
) : ' : : Our scheme ensures deniability against powerful adversaries
Resisting censorship of P2P file sharing networks is a

. . no can monitor all the traffic in the network and can even
active area of research. One approach to achieving censorshi .

. . ) - . .~ View the internal state of every reader and server. The overhead
resistance is to ensur@nonymityfor participants in a file-

sharing network [1] —[20]. The rationale behind gr@onymity n commumcguop and storage !ncurred by sch(_ame is small.
; . : The communication complexity is at most four times greater

approach is that if the publisher, server and reader of a L . : :
document all remain anonymous, then legal action canntQFm the communication complexity of a P2P file sharing
y ' 9 network that does not offer deniability. The amount of storage

This Research is Supported by the Institute for Future Defense Technolod§stVY'Ce as large as what is needed in a standard P2P file
Research named for the Medvedi, Shwartzman and Gensler families. sharing network.



A. Organization desired file. Responses to queries are routed in the same path
This paper is organized as follows. In Section Il, we discudaversed by the query, only in the opposit_e direction. In this
related works. In Section IIl we give a simple model for a P2way, Freenet achieves server anonymity, since no node along
file sharing network. In Section IV we define the new concefft® Path knows the real source of the document. Publisher
of deniability in P2P networks. In Section V we show oufNOnymity is obtained by using the same mechanism for

protocol and prove several of its properties. Finally, we covétSerting documents into the network.

the mathematical basis for our solution in Section VI. A different technique to provide anonymity employs secret
sharing schemes to break data items into several parts and
Il. RELATED WORK distribute them among different server. In Publius [17], the

content is encrypted by a key and stored by a fixed set
CFservers. The encryption key is shared by Shamir's secret
BerS € encryp y y Shamirs
sﬁarmg and distributed to the servers. Reading is carried out
by reconstructing the key, retrieving the encrypted document
and decrypting it.

A. Anonymous Systems Another solution that uses secret sharing technique is SSMP

The core concept of providing Internet anonymity go€0]. Queries are divided using shamir's secret sharing scheme
back to the early days of the public network and has beand spread over the network. A node that collects enough
extensively studied since then. Chaum [1] proposed to uskares reconstructs the query and forward it to a server. Replies
an intermediary proxy (relay server or Mix) whose aim is tare sent using both Rabin’s Information Dispersal Algorithm
hide the identity of the reader from the server. However, gfDA) [24] and Onion Routing.
opponent could still figure out the identity of the endpoints Free Haven [18] is an anonymous publishing system. It is
by eavesdropping on communication lines and by performimgade up of a number of servers, known as servnets, which
timing analysis of the messages going in and out of thgyree to store and provide documents for anyone. The identi-
relay. A common solution to this problem is to use thwartingies of these servnets are publicly known. Communication is
techniques [1], which include the sending of dummy messagesried out over a Mix-based communication layer. When a
and the introduction of random delays to message forwardingblisher wants to publish a file he breaks it into a number of
Trusting a single relay server proved to be dangerous, singarts usinglDA and sends each part to a different servnet.
that server could potentially be controlled by an adversary.When a reader wants to retrieve a file she must first find

Later works enhanced Chaum’s MixNet approach by deéie hash of the required file and send it to a servnet. The
ploying predefined or ad-hoc paths and in addition by usirgrvnet broadcasts the request to the other servnets, which then
encryption. Crowds [19], for example, uses symmetric encrypend the pieces of the file to the reader. Free Haven provides
tion between every pair of adjacent nodes in a path. Crowdscertain level of publisher, server, reader and document
is based on the idea that people can be anonymous whgonymity.
they blend into a crowd. The sender forwards requests to arhere are several problems common to all of the systems
randomly selected relay. Once the message is received by dlegcribed in this section. Typically, they offer a low level
relay, the latter "flips a coin” and decides whether to forwardf anonymity and result in a large communication overhead.
the message to another, randomly chosen, relay or to seutbnymity is achieved against a limited adversary, however it
it directly to the end server. Neither the end server nor aiycompromised when the adversary may control nodes or even
of the intermediate relays can determine whether the messagsnitor a peer’s traffic. Furthermore, all the solutions that use
was received from the originator of the message or frompablic key cryptography are vulnerable to Man-in-The-Middle
relay. Attacks, since there is no authentication mechanism in such

Onion Routing [8] uses a fixed, predefined path, whichiistributed networks.
is essentially a list of intermediate proxies leading to the
destination. The predefined path is established by the source i )
and is attached to the message. The message is sent byB[.hgensorshlp Resistant Systems
source to the destination containing layers of encryption thatCensorship Resistance means that it is hard or even im-
are peeled off at each step to reveal the address of the ngxssible to remove unwanted or censored information from
relay on the path. The major advantage of onion routing is thée system’s servers. Systems such as Publius, Freenet and
relays cannot unravel the information received or determif@eehaven provide Censorship Resistance in addition to user
destination address. anonymity.

Another solution, Freenet [10] introduces a degree of server,Several Censorship Resistant systems have been proposed
document and publisher anonymity; this, at the cost of greatecently. Dagster [21] and Tangler [22] prevent removal of any
communication, computation, retrieval time and storage oveingle document from the system by entangling documents
head. When a user requests a document, he uses a docunogigther. Removal of a censored document results in the
identifier to send the query without being aware of the servedgletion of other which are legitimate. In the network proposed
identity or location. Freenet places copies of files with simildyy Serjantov [25], each peer in the system can act as a server,
identifiers in predetermined areas or clusters. The queryf@warder, or decrypter. Each stored document is divided into
directed towards the ’'area’ that is most likely to hold thencrypted blocks and placed on multiple servers. A forwarder

Many works on P2P anonymity and censorship resistan
have been published. In this section we discuss a small num
of systems that are most relevant to our work.



acts as an intermediary between the servers and a reader; @dngainst real world adversaries. In this paper, instead of
a forwarder knows the mapping between the data blocks am@viding anonymity we achieve deniabilitiReader denia-
the servers that store them. A decrypter is responsible tuitity, Server deniabilityand Document deniabilitycan be
decrypting data blocks but does not have knowledge of thewed in formally as analogues of anonymity definition of
data-server mapping. Free Haven [18].Reader deniabilitymeans that the reader
Censorship Resistant systems are not designed to prott deny her link to a specific document received by her,
their users against prosecution. Therefore, integrating theen if an adversary controls all the servers in the system
system proposed in this paper with an existing Censorstdpd monitors all the trafficServer deniabilitymeans that the
Resistant system would provide the best of both worlds. server can deny its link to a document served bypicument
deniabilitymeans that the server can deny storing any censored
I1l. SYSTEM MODEL content. Formal definitions for deniability types are described
A. Participants in Subsection IV-C.

In P2P file sharing networks, information is stored in units
known asdocuments The publisher of a document is the B. Anonymity
entity that places the document in the system. $&everof a One may define several types afionymitywith respect to
document is the entity that stores and distributes the documeP®P networks. Each type of anonymity corresponds with a
Documents are retrieved bieaders from the servers. The different element within the network. In [18] the authors have
readersquery theindex so as to locate the particular servesuggested definitions for the anonymity of the participants.
for a required document. Although real-world documents areeader anonymityneans that an adversary has no way of
of variable sizes, we assume that all documents in our systkrpwing which reader on the network has retrieved a particular
are of fixed size. Thus, real-world documents may have to Becument.Server anonymityneans an adversary has no way
divided into several smaller documents or be padded intoof knowing which server on the network has served this
larger document in our system. document or currently stores iDocument anonymityneans

that a server does not know which documents it is storing.

B. The Adversary

The adversary’s goal is to show that a censored documéht Definitions

was published by a certain user, retrieved by a certain readef, 3 p2p file-sharing environment it is logical to divide all
or provided by a specific server. In this paper, we do n@hcuments into two categories denot&dand L. Category
consider either attacks on storage or denial of service attacks..ontains the documents that one may want to deny any
An adversary may have a variety of capabilities. A limitege|ation to (e.g. censored or unwanted). Categbrgontains
adversary can log into the network and act as a participatifgs remaining documents, that are legitimate and bear no
user (reader or server) or as multiple users. A powerfghniroversial content. An example of a legitimate document is

adversary, such as a government or a major corporation, ¢afbware code, while a song under copyright law is censored.
monitor all links in the network. In Section V we describe the pefinition 1: A record is a contiguous block of Bytes of

resistance of our scheme against any given adversary.  fixed length.

Definition 2: A databaseis a set of records and is stored
C. Performance issues by a server in a P2P file sharing system. Two operations are

Integrating deniability within a P2P network introduceélefined on a databasisertionof a new record andetrieval
overhead. Our analysis takes into account three parametfs? given record.
Communication complexity, Storage complexity and compu- Definition 3: A recordr is associatedwith a documentd
tational complexity. Given a document, Communication if there exists a set of record® such thatr € R and two
complexityindicates the total number of Bytes sent within théonditions are satisfied:
system while inserting or retrieving. Storage complexitys « Given R it is possible to obtain the documetit
the number of Bytes that need to be stored dowithin the » Given R\ {r} it is not possible to obtain.
system. The last parameterdsmputational complexityvhich  Definition 4:A set of recordsR is called aminimal retrieval
refers to the amount of computation needed to insert a neatfor a set of document® if:
document, and to retrievg a doc.ument. In $ectiqn \Y, we show, Every document inD can be obtained from the records
that the overhead associated with our design gives rise to an ;, p.
efficient implementation of a P2P file sharing network. . There is no subset of record® c R such that all the
documents inD can be obtained fron®’.
Definition 5: A reader maintainseader deniabilitywhen
A. Preface retrieving a set of record®, if R is a minimal retrieval set
In this paper we introduce a new concept in place dbr a set of legitimate documenia C L.
anonymity. Deniability, as we call this new concept is the Definition 6: A database maintaindocument deniability
ability of an entity todeny any connection to a particularif for every recordr in the database, there is a legitimate
document. Many attempts to provide anonymity fail to providdocumentD € L such that- is associated witlal.

IV. DENIABILITY



Definition 7: A server maintainserver deniabilityif every /
record r that the server provides in answer to a retrieval ]
request, is associated with a legitimate documeéat L.

V. PROPOSEDARCHITECTURE

A. Preface

In our system, each document is divided into pieces called L
shares A sharesh is associated with a documeditand vice
versa, if by usingsh (along with other shares) it is possible
to reconstructd. Each share can be regarded aseaord )
(Definition 1), since shares are the basic component in every
server's database. Figure 1. Indexingsystem;] - document,O - share

The main idea of our system is to affiliate each non
legitimate document with a set of legitimate documents. In this
way serving or retrieving the non legitimate document seerif¥e threshold and that the firét output shares are the same
identical to serving or retrieving the affiliated set of legitias thek input shares.
mate documents. Therefore, an adversary cannot distinguisffhe document, originally inserted intaD.S'S; is the result
between the two transactions and deniability is preserved. of entering thet output shares oDSS; as the input of the

Table | contains notation that is used in this section.  reciprocal functionD5S; " (see the right side of Fig. 2). We
explain the basis foDSS; and DSS{1 in Section VI.

B. Indexing DSS; is_ used in two ways. F_or the initialization phase. (no
’ shares exist yet), we ugeS.S; with £ = 0. The other way in

Retrievinga document in the system relies on theexing which DSS, is used, is withk = ¢ — 1, so that the only new

includes information about the documents, the shares gpkd as input.
their locations. Thendex enables a user to search a specific
document within the system in order to get the set of all tf’,ﬁ p

: i . . Publishing - Insertion of a new document
shares associated with the document and the locations (servergi) . o . .
of those shares. Thindex also enables a user to search a 1Nne shares in the system are divided into three categories.

specific share in order to get the set of all the documentye first categoryl L, contains shares that are associated only

associated with that share. Andex in our system may be with files from the legitimate set. The second category,
viewed as a bipartite graph, as shown is Fig. 1, the squzifé contains shares that are associated with files fromXset
nodes indicate the documents and the circular nodes indic3fily- The last categorykL, contains shares associated with
the shares. Each edge in the graph indicates that a partic@gfuments from both set and L. Shares from category
share is associated with a particular document and vice verS. &€ undesirable since a user that stores such a share can

For example, in the figure, the documehtis associated with be implicated as serving censored content. In other words,
the sharesihy, shy and shs and the shareh, is associated the user can't claim that one of the legitimate documents in
with documer;ts& andz,. the network can be constructed with such a share. Hence, all

Anonymous indexingvhich means that the user's query iShares in the system are put intpaol of sharesthat contains
not revealed, is assumed in our design and is essential in or@@P shares from categorigsl, and X L. _
to preservereader deniability Anonymous indexingan be  1he first document to be inserted by a publisher to the

achieved by downloading the entire index or more eﬁicientﬁyStem is a legitimate d_ocument. In_th'mtialli.zation phase,
by Private Information Retrieval (PIR) [26] — [30]. all the shares are associated only with legitimate content and

can therefore be added into tpeol.
o ) The general algorithm for inserting a new document (see

C. Deniability transformation Algorithm 1), which is described below takes as input three

In order to implement our deniability scheme, we design garametersq is the document to be inserted into the network,
new function calledeniable Secret Sharingd)SS. Deniable ¢ is an arbitrary legitimate document apdol is a pointer to
Secret Sharing is a variation of Shamir's Secret Sharing [23he pool of shares.
which may have several shares fixed before the sharing takemnsertion ¢, ¢, pool) The publisher constructs a set of
place. sharesW, by randomly selecting — 1 shares from the pool.

Formally speakingD.SS; takes as input a documetditand The documentd and ¥ are put intoDSS; and the output
k shares denoted by, sha,....shy, where0 < k <t—1.The is a set of shareshy[1,¢] (¢t shares that are associated with
output of DS'S; is t shares denoted byh1, shs,....shy. DSS; d). If d is a censored document, i.é.c€ X, then the new
is at-threshold secret sharing scheme andttlitput shares shareshy; € XX and so it cannot be put into thool. In
allow to reconstruct the original documedit An illustration order to eventually publish the shasg,;, the publisher does
of the input and output oD SS; appears in the left side of the following. It constructs a set of share&3, by randomly
Fig. 2. Note that the number of output shares is identical selectingt — 2 shares from the pool and adding the share




TABLE |

NOTATION
[ Notation ]| Description ]
X Set of censored documents
L Set of legitimate documents
XX Set of shares associated with X documents only
LL Set of shares associated with L documents only
XL Set of shares associated with both X and L documents
t The number of shares in the output BfS'S;
k The number of shares in the input 6fS'S;
shq[l,4] || Set ofi shares associated with document
shg; The i-th share associated with documeht
A; Set of all documents associated with shahg
""""""""""""""""""""""""""""""" > Shl ; Shl
GO @D |
DSS, : i DSs,’! » d
———————————————————————————————————————————————— PG i
d P> Sh, —> sh/

Figure 2. (left)yDSSy,: ; (right) DSS;}. DSShp,t - Input: k shares and documedt Output: n sharesDSS;j5 - Input: ¢ shares; Output: document

shq:. The legitimate document and © are put intoDSS; E. Document Deniability

and the output is a set of shar@/[1, ¢]. Now, the shareh. In this section we show that the database of every server in
is associated both witdh and/, thereforeshy; € XL and can g, system has the property dbcument deniability

be put in_ the_pool along with the new share that was created Thegrem 1: The database of every server in the network
for £, which is denoted by/y;. ensures document deniability.

An example of inserting a document, whete X andt = Proof: We proygdocument deniabilitypy induction. An
3 appears in Fig. 3. In this example two random shares, ©MPY database trivially has t.he propertydafcument denia-
andsh - along withd are put intoDSS;. A new random share b|||_ty. We next show t_hat_addm_g a document to the database
shgs along with shy, and a legitimate documeritare again USing Algorithm 1 maintains this property.
put into DS'S; function. Now the shareh; is associated with Wh?” a legitimate do_cumerzut is Insertgd, only one new
¢ and thereforehy; € X L and can be put into the pool, a|0ngshare is created shy;. This share along with the— 1 shares
with the shareshy;. Note that it is possible to reconstruét that are randomly selected from the pool are necessary and

by putting the shareshz:, shgs and shy; into DSS—! and suffici(_ant to obtaind. Hence, accqrding to Def: Xhae is
reconstruct by putting the sharesh s, shy, and shy; into  @ssociatedwith d. Therefore, according to Def. 6, if the system

DSS-1. maintaineddocument deniabilityefore the insertion ofl, it
still maintainsdocument deniabilityfter the insertion.

When a censored documenis inserted, two new shares are
added to the databas#t,; andsh. Both new shares together

Algorithm 1 Insert (d, ¥, pool)

¥ « t — 1 random shares from pool
shq[l,t] — DSS:(¥,d)
if d e X then
© < t — 2 random shares from pool
O — OU{shat}
shg[1,t] « DSS:(O,¢)
end if

with ¢t — 2 shares that are randomly picked from the pool are
necessary and sufficient to obtdinHence, due to Def. 3 they
areassociatedvith a document € L. Therefore, according to
Def. 6, if the system maintainedocument deniabilitypefore
the insertion ofd, it still maintainsdocument deniabilityfter
the insertion. ]

F. Retrieval

Putshq, andshy, (if d € X) into the pool and update the A najve way in which a reader can retrieve a documént

index

is as follows. First, the reader queries the index for all the
shares ofd and their locations. Then, the reader retrieves all
the shares ofl and reconstructs the document. The problem



Figure 3. Example for shares creation in the process of inserting a censored dodument

with this procedure is that ifl € X then the reader does notAlgorithm 2 Retricve (d, index)
preserve the property akader deniability In particular, an
adversary that monitors all the traffic received by the reader
can link the reader to the retrieved document.

shq[l,t] = index.get-shared)
if d € L then

In order to prevent the adversary from linking the reader to retrieve shq[L, ¢]
a censored document we suggest another way to download else_ ) . .
d (see Algorithm 2). Ifd € L then the reader simply retrieves if 30, S.L. shy; is not alivethen
all of the shares ofi. However, ifd € X then for each STOP
share ofd the reader queries the index for a legitimate elsefor -1 tdo

document associated with it, and retrieves all the shares of

these legitimate documents. For example, if the reader wants

to obtain the document; in Fig. 1, the first step is to query

the index for the shares associated with the result is{sh1,

sho, shy}. For each of those shares the reader queries the

index for the list of documents associated with them. The

result is {¢;, 1} for shq, {¢1, z1, ¢2} for shy and {1,

ly, L3} for shy. The reader picks one legitimate document

from each list and retrieves it, e.d; for shy and/, for sho

and for shy. In fact, using this method, the reader retrieves

three document<’;, ¢, andz;. No adversary can distinguish

between this situation and the one where the reader retriebeghe reader maintaingader deniability

only the legitimate document§ and/,. If d € X then if one of the shares igh (1, ] is not alive
We say that a shareh is alive if it is possible to retrieve a then the algorithm halts and no retrieval is performed, trivially

legitimate document associated with it, i.e., all of the sharesaintainingreader deniability Otherwise, the reader retrieves

of the legitimate document exist in the system. Not all of thr everyi = 1,...,¢ the set of sharesh, [1, ¢] in which every

shares in the system are necessaallye because users mayshare isassociatedwith the legitimate document;. Indeed,

log out and shares may be deleted. If during retrieval one sifice shy,[1,t] is a minimal retrieval set fof; € L we have

A; = index.get-documentsk;)
Let?; € A; ﬂ L
shy,[1,t] = index.get-shareg)
Retrieveshy,[1, t]
end for

end if

end if

d = DSS; H(sha[l, 1))

the sharesh; is notalive then the reader does not retrieve that|J'_, shy,[1,t] is aminimal retrieval sefor {¢1,..., ¢},
Algorithm 2, which is executed by a reader, receives as inpathere{/1, ..., ¢} C L. Hence, according to Definition 5 the
a document! to be retrieved and a pointer to the index. Twoeader maintainseader deniability [ ]

operations on the index are used: index.get-shares receives de reader can settle fgrartial reader deniabilityin case
input a document! and returnsshy[1,t], all the shares that of a weak adversary. We say that an adversary is weak if it
are associated with that document, while index.get-documeng intercept at most one retrieved share during the retrieval
receives as input a shasg; and returns\;, all the documents procedure. For example, it controls only one server. Note that
with which the share is associated. it is possible to generalize this definition of weak adversary
Theorem 2: The network ensures reader deniability. to any number of monitored shares as long asm < t.
Proof: In Algorithm 2, the set of shareshy[1,t] is Partial reader deniabilitymeans that the reader can deny that
retrieved when the reader wishes to obtdinlf d € L then she retrieved! as long as at most one share is observed by
shq[l,t] is a minimal retrieval set of shares (equivalentlyan adversary. Retrieval achievirgartial reader deniability
records) for the set of documenitd} C L. Thus by Definition is carried out by checking if all the shares éfare alive,



and if they are, retrieving all these shares. All the shares V1. DENIABLE SECRETSHARING

must bealive because if a share is associated solely with |n 23] Shamir has first shown how to share a secret. In this
a censored document, an adversary can link the reader Willtion we explain how to use Shamir’s secret sharing scheme

that document. In this way the communication overhead {§ perform the deniable secret sharing presented as a black
decreased to as discussed in Subsection V-G. box in Section V.

In order to maintairserver deniabilitywhen a server gets a
request for a particular shasé it has to verify thatsh is alive A, Shamir's Secret Sharing
before serving it to the reader. Otherwise, if the server serves, this section we explain Shamir's secret sharing in brief;

anon live share, an adversgry can ,“nk betvyeen the_ server %]Idfurther details see [31]. The idea of secret sharing is to start
the censored content associated wgith If sh'IS not alive the with a secret, and divide it into pieces callgares which are
server deletes the share and updates the index. distributed amongst users in a way that allows reconstruction
Theorem 3: The network ensures server deniability. of the original secret. The mathematical basis is as follows.
Proof: Since the server provides only shares that afmg share a secret amongn entities and ensure that no less
associated with Ieg|t|mate dOCUmentS, aCCOfding to Def. 7, tﬂ'%nt (t S TL) participants are required to recover the Secret'

server maintainserver deniability B atrusted partyl’ creates a random polynomig(z) of degree
t—1
G. Performance analysis F(2) = a0+ a1z + o+ ag_1 2! 1)
In this section we analyze the complexity of the system in This polynomial is constructed over a finite fieldF(q),
terms of communication, computation and storage. which is known to all participants. The coefficieaj is the

Given a document/, Communication complexitindicates secrets and all other coefficients are random elements in the
the total number of Bytes sent within the system while inseffield. 7' publicly chooses: random distinct evaluation points:
ing or retrievingd. Insertingd, if d € L, involves retrieving z;, and secretly distributes the shares;(s) = (z;, f(z:)),

t — 1 random shares from the pool of shares and sending ane- 1...n to each participant. We can prove that the secret
new share to a server. Thus the communication complexitysscan be reconstructed from every subset-shares. Using
t|d| Bytes. If d € X the total communication complexity for Lagrange interpolation, givet points ¢;,y;), ¢ = 1...t, we
insertion is(2t — 1)|d| Bytes. TheCommunication complexity have: . .

for retrieving a document again depends on the type of the £(z) = Zyi H ZZ _Z]A (modp)

document. Ifd € L, then the reader has to retrieve only _ AL — 2 2)

t shares of sizgd| Bytes each, with totalCommunication =LA ‘

complexity of ¢|d| Bytes. Otherwise, ifd € X, then the  Thus,

reader has to retrieve one legitimate document for each share ¢ ¢ —

associated withi, i.e., the reader has to retrieve at most s=f0)=>u ][] ———(modp) ®3)
legitimate documents, with totalommunication complexity =1 j=lj#i " Y

of t - t|d| = t?|d| Bytes. If partial reader deniabilityis Therefore, each group afshares is sufficient to compute the

sufficient the reader has to retrieve orflyshares, thus the secrets.
total Communication complexitiy reduced ta|d| bits.
Storage complexityndicates the number of Bytes storedB. Deniable secret sharing - Details

within the system for each document. In case of a legitimate|n this subsection we show how to implemensS;, (see
document, only one share is added to the system](shares Fig. 2) using Shamir's secret sharing. The inputs of IS,
are randomly selected and only one share is created). Theref@iction are the sharesh,...shy, where0 < k < t — 1
the storage complexity igi| Bytes. If a censored documentand a documend. The output of DSS; is a set oft shares.
is inserted, the process is repeated twice (see Section WNe use thek + 1 input arguments in order to construct an
therefore, total of two new shares are created, yielding storaféigerpolation polynomial of degree— 1: f(0) = d, f(1) =
complexity of2|d| bits. shy, f(2) = shay...f(k) = shg. If k+1 < ¢t we randomly
The Computation complexitys based on Shamir's secretselect valueshy1,...,sh; and thus the remaining points are:
sharing [23]. The complexity for dividing a document of sizef (k + 1) = shy1,....f(t) = shs. These shares now represent
of |d| into ¢ shares, or reconstructing from its ¢ shares is the same interpolation polynomial that appears in Equation 2.
O(t|d|). The inputs of theDSS; ! function are the sharesh, ...sh;
Improving the performance of the system can be achievadd the output ig (0), wheref is the interpolation polynomial.
by decreasing the thresholdas much as possible. From the Fig. 4 shows a typical example of the usage/§.S in our
point of view of deniability, the value of the threshold network. It includes three lines (polynomials of degree one),
can be as small as two; all deniability types (reader, servepresenting three documents, ¢; and/,. The values of the
and document) are preserved. The results of performarpmynomial f,., are f,,(0) = z1, fu, (1) = shy = fo, (1) and
analysis using = 2 can be found in table Il. These resultsf,, (2) = sha = fu,(2), i.e., the first share of; is the same
compare favorably with the overhead in various P2P files the first share of; and the second share of is the same
sharing networks that offer anonymity for users. as the second share 6f.
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